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Welcome to the sixth and final issue of the ASCLEPIOS 
Newsletter!

This issue concludes the cycle of the ASCLEPIOS project 
with what else; a special feature on the three ASCLEPIOS 
demonstrators. 

What did each demonstrator achieve, how did stakeholders 
appraise their interaction with them and what are some of the 
future plans of the demonstrators that will exploit the knowledge 
and developments made throughout these three - very exciting 
and active - years? The Acute Stroke Care demonstrator by 
the University of Amsterdam (Amsterdam UMC) in presented 
in (p.02 - p.04). The Collaboration and Analysis Platform for 
Inpatient and Outpatient Sleep Medicine by CBMI/HTW and 
Charité follows in p.05 - p.07. And finally, the issue concludes 
with the Privacy-Preserving Monitoring and Benchmarking of 
Antibiotic Prescriptions demonstrator by NSE in p.08 - p.10.

Enjoy reading!
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AT A GLANCE 

p.02Acute Stroke Care

https://www.asclepios-project.eu/
https://twitter.com/asclepios_h2020?lang=en
https://www.linkedin.com/showcase/asclepios-project
https://www.iccs.gr/en/?noredirect=en_US
https://www.suite5.eu/
https://www.tuni.fi/en
https://www.westminster.ac.uk/
https://www.amc.nl/web/leren/research-62/research-institutes.htm
https://www.charite.de/en/
https://www.ri.se/en?refdom=sics.se
https://www.secura.com/
https://www.ubitech.eu/
https://ehealthresearch.no/en/
https://www.htw-berlin.de/
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At the Univers i ty of  Amsterdam (Amsterdam UMC),  we implemented 
the Stroke Acute Care demonstrator cons ist ing of  a  system for se-
cure pat ient  informat ion shar ing dur ing emergency treatment and 
i ts  reuse for research purposes .  It  re l ied on a uni f ied pat ient’s  EMR 
stored in  a  c loud system in encrypted form to improve access ib i l i ty 
and on medica l  records co l lect ion dur ing an emergency. 

Time is critical in acute stroke care: within a very small timeframe of emergency treatment, health 
professionals need to identify the type of stroke and severity, decide upon the treatment, transport the 
patient to the adequate care centre, and perform the required intervention. The acute treatment of stroke 
generates and requires a large amount of data that need to be shared among the health professionals 
throughout the whole process. Such data also represent valuable sources of evidence for medical research 
afterwards.

Architecture of the Stroke Acute Care Demonstrator 1. The web application user interfaces allow the 
users to interact with ASCLEPIOS.  
2. The Registration Authority (RA) authenticates 
and authorises the user. 
3. RA generates the user’s secret, an Attribute-
based Encryption (ABE) key that will allow 
attribute-based access to data. 
4. The Symmetric Searchable Encryption (SSE) 
and Functional Encryption (FE) services, perform

5. All communications between clients and 
servers go through the Attribute-based Access 
Control (ABAC) service. 
6. Selected services, ex. the Keytray and FE, are 
executed within a Trusted Execution Environment 
(TEE).
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This figure presents the demonstrator’s architecture, 
which covers the needs of both the stroke acute care 
and the research use cases.

cryptographic functions over the 
encrypted data. 
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Hospitals, including the Amsterdam UMC, are well known for being very strict about security and for being 
secretive about it. It all happens behind the doors of the ICT department and is experienced by everyone 
else as “things we are not allowed to do”. ASCLEPIOS was one of the first projects to directly address 
cybersecurity as a research topic in our organisation, and to initiate discussions about this. The project 
activities have enabled us to learn and to make people aware of new concepts and opportunities. Let’s take 
a closer look. 

Use Case 1: Stroke Acute Care
A patient’s EMR is encrypted and stored in a 
cloud system to improve accessibility for reading 
and adding new data during an emergency. 
The role of ASCLEPIOS: secure the data access 
and sharing among teams, ensuring access to 
the patient’s data under an emergency condition 
and for the time needed to complete a specific 
treatment. 
Demonstration: The developed web interfaces 
and the supported stroke acute care information 
flow were presented and discussed through 
simulations and interviews with stakeholders from 
various organisations (emergency call centres, 
ambulance services and hospitals). 
Feedback: TThe interviewees were very interested 
in understanding the technology and excited 
to give feedback. It became evident during the 
interviews with healthcare professionals that 
they experience - daily - the lack of a properly 
connected and secure information infrastructure 
for patient data exchange. At the same time, the 
large number of non-interoperating systems used 
in practice would make replacing them with new 
systems very challenging.

Use Case 2: Data Reuse for Research 
The medical records generated during the 
emergency treatment of stroke are valuable for 
medical research aiming at treatment improvement
The role of ASCLEPIOS: fine-grained encryption-
enabled access to subsets of data and Functional 
Encryption (FE) for secure computations and data 
reuse. 
Demonstration: The developed prototype 
was demonstrated to technology and clinical 
researchers during the weekly meeting Cardio 
Vascular Group at the Amsterdam UMC. 
Feedback: After seeing the demonstrator in action 
the researchers were able to fully understand the 
newly introduced approach and its potential. The 
feedback received indicated that the researchers 
want to use this type of service “now”, as this 
would reduce the current delays experienced for 
the delivery of dthe ataset for research. Also, the 
researchers were very excited about how easy 
it would be to select only the authorised features 
and download them in a structured way. Finally, 
the researchers became very interested in the 
FE concept and raised many questions about its 
extension to more complex calculations.  
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A path that could be explored involves investing in an interoperation layer for 
secure and trusted data exchange that could bridge legacy systems with the newly 
developed technology. 

Where to from now?

Cybersecurity technology is of complex nature, so it takes quite some 
awareness, education, and even convincing ef fort to make new solutions 
come through. The Stroke Acute Care demonstrator built in ASCLEPIOS 
facilitated the communication about new solutions immensely because 
people could see and use them in a concrete system. 

For example, the ambulance services we interviewed understood the vision 
and became very interested in the approach, so much that they published an 
article about the project in their Vakblad V&VN AMBULANCEZORG edition 
43, March 2022. 

Biomedical researchers, who are interested in data reuse, also became 
enthusiastic about the new encryption approaches that might help them unlock 
more data for research in a secure and privacy-preserving manner. There 
is a long path ahead before the vision comes to the users’ fingertips, but we 
plan to exploit the acquired knowledge and the demonstrator built for 
ASCLEPIOS for further dissemination and new research – stay tuned!

Want to find out more? Watch 
the AMC demonstrator video 
in the asclepios_project h2020 
Youtube channel

Video available at: https://www.youtube.com/watch?v=7tka4TsymjQ

https://www.venvn.nl/afdelingen/ambulancezorg/vakblad/
https://www.venvn.nl/afdelingen/ambulancezorg/vakblad/
https://www.youtube.com/channel/UCwcEKm347gkBQheQzwEHFoA
https://www.youtube.com/watch?v=2miSgpzS05I
https://www.youtube.com/watch?v=7tka4TsymjQ
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The a im of  the HTW/Char i te  demonstrator i s  to  enable  stor ing , 
searching and analys ing encrypted s leep data on the c loud.  Through 
the demonstrator,  c loud storage of  the b io-s ignals  in  a  c loud-based 
p latform with extens ions developed speci f ica l ly for s leep research, 
supports  the ef f ic ient  and attr ibute-based data shar ing with mult ip le 
actors  across  an inpat ient  and an outpat ient  scenar io .

Sleep is an important factor in human health and is crucial for an effective immune system. Sleep 
disturbance - for example, due to cultural habits of the “24h-society” - might cause or worsen health 
issues such as cardiovascular diseases or mental disorders. On the other hand, many disorders can affect 
recreational sleep. This complex two-way interaction makes diagnosis in sleep medicine a complex task 
itself. The de-facto standard in sleep diagnosis is the overnight recording of several bio-signals, including 
among others electroencephalography, electrocardiography and breathing effort.

Architecture of the Sleep Medicine Demonstrator: The following figure presents the demonstrator’s 
architecture, which covers the needs of both the inpatient and outpatient scenario

1. The symmetric searchable encryption component (SSE) encrypts the structured data on the client side. 
2. Then the SSE sends the encrypted data to the SSE-enabled cloud storage within the Data Management. 
3. The structured data stored in the cloud can then be queried based on a predefined set of SSE keys.
4. The attribute-based encryption (ABE) component controls access to the search and the actual data 
retrieval, based on fine-grained access rights on different pieces of structured data. 
5. Unstructured data are encrypted as a full file before upload to a bucket storage. For large files (above 
200 MB) search is performed based on structured file metadata, as described in steps 1-4. 

COLLABORATION AND ANALYSIS 
PLATFORM FOR INPATIENT AND 

OUTPATIENT SLEEP MEDICINE

1

234 5
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In the inpatient scenario, data are shared with other experts to provide better medical assessment. This 
is particularly important, as sleep disorders may be caused by a variety of reasons, spanning virtually 
all medical fields. Similar cases could be searched without actually revealing the data. In the outpatient 
scenario, many more actors can be involved. Secure sharing of data enables delivering recording 
devices directly to the patients, so that they don’t need to go to the clinics - to be used even at the 
patient’s home.

The role of ASCLEPIOS: The popular open-source 
biomedical data repository XNAT platform served 
as the central data management system that was 
integrated with the ASCLEPIOS services for fine-
grained encryption-enabled access to data with 
the use of ABE and SSE.
 
Demonstration: The following institutes 
participated in the assessment of the functionality 
of sensitive data transfer between collaborators: 
(a) Schlafmedizinisches Zentrum, Charité - 
Universitätsmedizin Berlin, Institut für Medizinische 
Informatik, (b) Universitätsmedizin Göttingen 
(UMG), and (c) the Hochschule für Technik und 
Wirtschaft in Berlin (HTW). 
The exchanged data included home sleep 
recordings which contained parameters such 
as cardiac current flow, pulse oximetry, and 
respiratory flow.

Results:
 Charité and HTW successfully uploaded 
a total of 19 original raw EDF(+) (European Data 
Format) files (i.e. the sleep recordings) to the 
XNAT platform. 

 Collaborators in both institutions were able 
to download all the data that was uploaded from 
the other institution. 
 All uploaded data followed data privacy 
regulations and were encrypted with the 
Symmetric Searchable Encryption (SSE)  scheme 
and provided access via the Attribute-Based 
Access Control (ABAC) and the Attribute-Based 
Encryption (ABE) services. 
 All uploaded data could be successfully 
decrypted, downloaded, annotated, and 
reuploaded by collaborators in both institutions.

Feedback: The platform provides the option to 
edit and annotate the uploaded data. Events 
that occurred in sleep recordings can be marked 
and labeled with the suspected relevant medical 
terms. For example, respiratory flow events can be 
segmented into critical periods for further analysis. 
These annotations are subsequently visible for 
all other collaborating partners and can be 
amended if the annotations are incorrect. This is 
an especially important function in terms of quality 
control.
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Overall, the multi-level encryption platform developed by the ASCLEPIOS project 
allowed institutions to keep sensitive patient data  encrypted whilst being able to 
collaborate on the same patient data.

Where to from now?

Over the course of the ASCLEPIOS project the CBMI Somnonetz platform has 
developed new features and improvements to the core application.

We plan to continue this development and transfer this knowledge to other 
projects related to the storage and sharing of bio-signal data. Additionally, 
we will continue to improve in-house implementations of cryptographic 
tools that were based off work conducted in ASCLEPIOS and continue 
exploring use cases in the field of sleep medicine and other fields that deal 
with the secure processing and sharing of bio-signal data.

Want to find out more? Watch the 
HTW /Charite demonstrator video 
in the asclepios_project h2020 
Youtube channel

Video available at: https://www.youtube.com/
watch?v=UG9gVH91rlw

https://www.youtube.com/channel/UCwcEKm347gkBQheQzwEHFoA
https://www.youtube.com/watch?v=2miSgpzS05I
https://www.youtube.com/watch?v=UG9gVH91rlw
https://www.youtube.com/watch?v=UG9gVH91rlw
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The Norwegian Centre for E-health Research (NSE)  developed the 
Pr ivacy-Preserv ing Monitor ing and Benchmark ing of  Ant ib iot ic  Pre-
scr ipt ions demonstrator to support  these in i t iat ives ,  by generat ing 
feedback reports  to genera l  pract ioners  (GPs)  that  enable  them to 
compare the i r ant ib iot ic  prescr ipt ions with peers  across  mult ip le 
genera l  pract i t ioner off ices ,  in  a  pr ivacy-preserv ing and secure man-
ner.

Antibiotic resistance is an increasing worldwide public health problem that is getting international 
attention. There are international initiatives towards reducing inappropriate antibiotic use in general, and 
in particular inappropriate antibiotic prescriptions.

Architecture of the Antibiotics Prescriptions 
Demonstrator: The following figure shows a simplified 
design of data processing in the demonstrator

1. All services are deployed on the GPs’ offices 
computing infrastructure. 
2. An Admin user registers these GP offices into 
the system and creates a project for each of them 
through the Statistics Client. 
3. The GPs can accept or deny the registration 
using the Benchmark Client browser application.
4. The Admin executes a set of statistics using the 
Statistics client that sends the queries to the Emnet 
coordinator. 
5. The Emnet coordinator broadcasts queries to 
GP offices. 

PRIVACY-PRESERVING MONITORING 
AND BENCHMARKING OF ANTIBIOTIC 

PRESCRIPTIONS

6. The statistics computations on either encrypted or unencrypted health data of a single GP office are 
executed locally. 
7. For combined statistics, the Emnet Coordinator and GP offices jointly run privacy-preserving distributed 
data mining algorithms to execute computations on the combined data of the GP offices 
8. Once all statistics are executed, a GP can access her feedback report - including personal and 
aggreated statistics fetched from the Emnet Coordinator - with the Benchmark client.
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The role of ASCLEPIOS: The Antibiotics Prescription 
demonstrator has been built based on existing 
technology developed by NSE which through 
the ASCLEPIOS project was transformed into an 
entirely new system.

Improvements from the development of the 
demonstrator :
 more flexible to support wide varieties of 
prescription indicators 
 more efficient and scalable  
 supporting easy generation of periodic 
feedback reports
 simpler architecture
 using state-of-the-art technologies

Demonstration: Fourteen GPs used the system 
and participated in a survey shortly afterwards, 

covering the aspects of (i) attitude towards privacy 
and prescribing of antibiotics, (ii) reflection on 
accuracy and appropriateness of the feedback as 
the basis for comparison with peers, and (iii) self-
efficacy regarding changing prescribing behaviour. 

Feedback: The GPs acknowledged the usefulness 
of the feedback and the comparison with peers. 
The study results show that majority of GPs (64%) 
valued the protection of their own privacy and 
what was also highlighted is that existing health 
data analysis projects do not give enough attention 
to this aspect. Some interesting requests, for 
example the stratification of feedback by patient 
characteristics such as demographics and chronic 
disease, could be used to make the generated 
reports even more useful to the end users.

Want to find out more? Watch 
the NSE demonstrator video 
in the asclepios_project h2020 
Youtube channel

Video available at: https://www.youtube.com/
watch?v=2miSgpzS05I

https://www.youtube.com/channel/UCwcEKm347gkBQheQzwEHFoA
https://www.youtube.com/watch?v=2miSgpzS05I
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The GPs acknowledged the usefulness of the feedback and the comparison with 
peers, while the results of the survey underpin the assumption that protecting 
the privacy of clinicians may increase their willingness to participate in quality 
improvement activities.

Where to from now?

NSE is a public research organisation, and its primary aim is generating and 
disseminating new knowledge and methods that solve e-health challenges.
 
NSE would like to extend our small-scale pilot study to a large-scale study 
and apply the demonstrator for quality improvement in other clinical 
domains. We also plan to broaden the demonstrator’s scope to support 
study on the effect of feedback provided to clinicians on their antibiotics 
prescribing behavior and to continue the development of the Emnet tool with 
support for more machine learning algorithms. 

And we will continue disseminating the acquired knowledge and the tools to 
interested parties/ stakeholders.
In the immediate future NSE plans to publish more papers based on the latest 
development of the demonstrator, so stay tuned!
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But as became evident from our demonstration activities, 
great potential for the novel technologies we developed 
lies ahead.

So - as always - stay tuned!

https://www.asclepios-project.eu/
https://twitter.com/asclepios_h2020?lang=en
https://www.linkedin.com/showcase/asclepios-project
https://www.youtube.com/channel/UCwcEKm347gkBQheQzwEHFoA

