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Welcome to the fourth issue of the ASCLEPIOS Newsletter!
 
This issue is focused on the ASCLEPIOS Platform and the latest 
news from our events. 
First, we find the updated ASCLEPIOS Architecture, and see 
how all tools come together. Then we focus on three closely-
knit components that may not stand in the spotlight, such as 
encryption, access control and analytics, but are pivotal in 
supporting the secure operations of the overall ASCLEPIOS 
framework and its core services. Namely, we meet here the 
Trusted Registration/Revocation Authority (p.03), the CP-ABE 
Engine (p.04) and the KeyTray (p.05).
Afterwards, we offer a sneak peak into our latest Awareness 
Workshop (p.06) and conclude this issue with some highlights 
from the latest events (p.07) ASCLEPIOS attended during the 
past months.

Enjoy reading!
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THE ASCLEPIOS ARCHITECTURE

build a cloud-based eHealth framework that 
protects users’ privacy and prevents both internal 
and external attacks. ASCLEPIOS provides 
a policy-based access control mechanism 
(Attribute-based Access Control - ABAC) used 
to protect both healthcare applications and the 
data and allow the support and easy execution 
of complex scenarios for accessing medical 
data. It also provides out of the box Symmetric 
Searchable Encryption (SSE) that is an ideal 
scheme for securely sharing medical data. In 
addition, an innovative key sharing mechanism 
that uses Attribute-based Encryption
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Encryption (FE) provided through the ASCLEPIOS 
platform. ASCLEPIOS has been designed and 

developed to support web applications and 
provide user federation capabilities that allow 

integration with existing EHR platforms and other 
healthcare applications.

Finally, ASCLEPIOS includes analytics 
tools (CEAA and APAM) that provide the 

organization’s administrators and Data Protection 
Officers (DPO) valuable insights about the 

platform’s usage and access to data.

While 
researchers 
have developed 
many theoretical 
models that 
could enhance 
healthcare 
services’ security 
level, only a 
rudimentary set 
of techniques 
are currently in 
use. ASCLEPIOS 
addresses 
these limitations 
by utilizing 
several modern 
cryptographic 
approaches to 

(ABE) allows 
the sharing of 

SSE keys based 
on policies and 

the attributes 
of users, thus 

making easier 
the usage of 
SSE in real-

life situations. 
Furthermore, 

statistical 
analysis over 

the encrypted 
data can be 

performed by 
utilizing the 
Functional
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The Trusted Registration/Revocation Authority 
(Trusted Authority – TA) in short) is responsible 
for registering new users to the ASCLEPIOS 
ecosystem, particularly to a Keycloak Server 
(via the Keycloak Admin API). It is also used 
to revoke access from users who are no 
longer allowed to access the ASCLEPIOS 
services that are protected by the Keycloak 
user authentication and to edit the attributes of 
existing users. Finally, it ensures that all security 
information across the ASCLEPIOS system is 
compliant with the latest user attributes in order 
to allow for real-time security changes to take 
effect immediately.

How does it work?
A new user can enter her/his details in the 
registration form of the Trusted Authority, 
along with extra user attributes that could be 
relevant for her/his profile. The Trusted Authority 
calculates the user’s CP-ABE Key, based on the 
user attributes, and stores it, along with other 
details, as a new user in Keycloak.
The user now can be authenticated through 
Keycloak, using the new credentials and can 
retrieve the respective CP-ABE key. 
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TRUSTED REGISTRATION/
REVOCATION AUTHORITY

When editing attributes of existing users, the 
CP-ABE key is constantly recalculated to match 
the latest changes in the attributes. This process 
ensures that any encryption or decryption 
action is performed utilizing the most up-to-date 
information regarding the user.
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CP-ABE 

The CP-ABE component is integral to the proper 
usage of KeyTray and also works in cooperation 
with the SSE Client. Its main functionality is 
to ensure that both SSE keys are correctly 
encrypted, to avoid sending them as plain-
text over the network and encrypting them on 
KeyTray, a flow that would create a security 
vulnerability. Moreover, it implements the reverse 
flow of decrypting the encrypted pair of SSE 
keys using the user’s ABE key, which is retrieved 
via Keycloak.

How does it work?
When a new pair of SSE keys needs to be 

submitted to KeyTray, the SSE Client invokes 
the CP-ABE component in order to handle their 
encryption and secure transfer. CP-ABE first 
retrieves the user’s CP-ABE key stored in the 
Trusted Authority service and, taking into account 
the currently implemented access policy, 
encrypts the pair of SSE keys using both of the 
aforementioned parameters. This ensures that 
only users who possess attributes that satisfy the 
access policy requirements can access the SSE 
keys and the files they encrypt. The reverse flow 
of trying to decrypt a pair of SSE keys is done 
in a similar manner, with the requestor’s CP-
ABE key determining if the decryption attempt is 
successful. 
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KEYTRAY

KeyTray’s main functionality is to safely store a pair of SSE keys for the encryption of a user’s data and 
the reverse flow of providing the corresponding pair of keys for the decryption of a user’s data. It is 
located in the cloud and protected by ABAC,to be accessible by all ASCLEPIOS components in a 
secure manner.
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How does it work?

Both SSE keys required for the proper SSE Encryption (SSE encryption key and SSE verification key) 
are encrypted by the CP-ABE service using the relevant policy via the local CP-ABE client to avoid 
exposing plain-text protected data. The pair of these two encrypted keys is stored in KeyTray, along 
with a unique id returned to the user. The user can use this unique id in order to access the pair of the 
encrypted keys and to decrypt the file that corresponds to those SSE keys. 

Photo by Alp Duran on Unsplash

https://unsplash.com/@alpduran?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/key?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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The third ASCLEPIOS Awareness workshop 
took place on June 11th 2021, as a fully online 
event.This time special attention was given 
to the ASCLEPIOS project and its practical 
demonstrators, while it also featured some of the 
talks that enjoyed high popularity in the first two 
editions of the workshop (e.g. GDPR or Threat 
Modeling in healthcare).
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3RD ASCLEPIOS
AWARENESS WORKSHOP

The responses to our survey that was distributed 
at the end of the session, confirmed that the 
event allowed participants to understand 
the general privacy requirements linked to 
medical data and conveyed several additional 
interesting results – both regarding their 
perception of the ASCLEPIOS technological 
offerings but also their expectations and 
preferences from the content and structure of an 
awareness workshop

What’s next?
The attendance and interest in out awareness 
talks indicated a common topic: 
Healthcare information security and privacy is 
a hot topic that needs to be understood and 
treated in a pro-active manner in order to 
minimize the risk and it all starts with individual 
awareness. 
Towards this end, we will organise another 
workshop, that will most probably be held 
towards the end of 2021.

Feedback and lessons learnt
The backgrounds of the 22 workshop 
attendees were diverse; from major 
medical devices and services development 
companies, security testing and evaluation 
companies, to the healthcare domain, 
research and academia.
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EVENTS
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HEALTHCOM 2021
The paper “Healthcare and data 
privacy requirements for e-health 
cloud: a qualitative analysis of clinician 
perspectives” was presented was 
presented at the 22nd IEEE International 
Conference on E-health Networking, 
Application & Services (IEEE HealthCom 
2021). Read more...

Health-RI 2021
Health-RI is moving forward, and the 

conference program for 2021 was focused 
on the progress that has been made towards 

data driven health. ASCLEPIOS was there, 
with a poster presenting the Amsterdam 

UMC ASCLEPIOS use case. Read more...

Human-Centric Cyber Hygiene  
in Healthcare
The CUREX, PANACEA, ProTego, 
ASCLEPIOS, and SPHINX projects co-
organised a workshop focused on Cyber 
Hygiene, and especially on the human 
aspects related to raising the cybersecurity 
and data privacy awareness of the 
workforce in the healthcare sector. Read 
more...

Special Track at CBMS 2021
ASCLEPIOS and SAFECARE projects 

organised the special track on Security of 
e-Health Systems and Connected Medical 
Devices, that  took place on June, 7th 2021 
as part of the 34th IEEE CBMS International 

Symposium on Computer-Based Medical 
Systems. Read more...

https://www.asclepios-project.eu/2021/03/09/asclepios-healthcom-2021/
https://www.asclepios-project.eu/2021/03/05/asclepios-health-ri-conference-2021/
https://www.asclepios-project.eu/2021/04/05/invitation-to-online-workshop-human-centric-cyber-hygiene-in-healthcare/
https://www.asclepios-project.eu/2021/04/05/invitation-to-online-workshop-human-centric-cyber-hygiene-in-healthcare/
https://www.asclepios-project.eu/2021/06/15/asclepios-and-safecare-special-track-34th-ieee-cbms-international-symposium-on-computer-based-medical-systems-7th-june-2021/
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New challenges and new adventures for 
the ASCLEPIOS Project! Stay tuned to 
discover more...

WE ARE SOCIAL

www.asclepios-project.eu

@Asclepios_H2020 Asclepios-project Project Coordinator
Tamas Kiss, University of Westminster
t.kiss@westminster.ac.uk 
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