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Welcome to the third issue of the ASCLEPIOS Newsletter!
 
This issue is focused on the cybersecurity and analytics services 
of ASCLEPIOS. First, we explore the CEAA cybersecurity solution 
that contextualises traffic and data access-related activity in 
healthcare in order to detect malicious activities. Then we take 
a look at the APAM tool, that safeguards the privacy of both 
patients and healthcare providers. The EMNET analytics solution 
is up next; it enables the execution of analytics across multiple 
healthcare providers, with the use of Multi-Party Computation. 
We also get some insights from the Functional Encryption service 
that has been designed in ASCLEPIOS based on a novel F.E 
scheme, to allow analytics over encrypted data.

Finally, we see some highlights from the latest events ASCLEPIOS 
attended during 2020 but also from the ASCLEPIOS Awareness 
Courses.

Enjoy reading!
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https://www.asclepios-project.eu/
https://twitter.com/asclepios_h2020?lang=en
https://www.linkedin.com/showcase/asclepios-project
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CYBERSECURITY, ENCRYPTION

The ASCLEPIOS Cybersecurity, Encryption
and Access Analytics for Healthcare Providers
(CEAA) module aims to help healthcare
providers understand how data access
operations take place and allow them to
timely detect and handle any anomalies, by
delivering insights into encryption and
decryption activities, access patterns,
normal and abnormal behaviours. Of-course. 
not all identified “abnormal” behaviours 
are malicious and CEAA also aims to 
help detect cases where benign users are 
having difficulties in using the services in an 
appropriate way or are, knowingly or not, 
interacting with a system in an unconventional 
way which could make it (or the underlying 
data) vulnerable to attacks.
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 & ACCESS ANALYTICS (CEAA)

 To achieve its goal, CEAA monitors
interactions both between and within the
different architecture layers and components
of the ASCLEPIOS framework, without
risking information leakage of the underlying
services’ inner workings.
Apart from ingesting the logs of requests 
made to/from the ASCLEPIOS services, it 
provides a contextualisation mechanism to 
further improve the analysis. Contextualisation 
may be generic, e.g. enriching an IP with 
geoIP information, but also organisation-
specific information, e.g. normal working 
hours. To truly assist security administrators of 
healthcare organisations in the identification 
of “interesting” events that require further 
investigation, CEAA needs to limit the amount 
of data they need to review only to the 
actually meaningful. To achieve that, it comes 
with a default
dashboard with numerous
important metrics and allows for more to
be defined, computed and visualized. This
default dashboard offers chart alternatives for 
each
security analyst to choose from and allows
configuration across the complete pipeline:
input data, contextualisation and analysis
process, rule definition and visualisation
adaptation 
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ASCLEPIOS PRIVACY ANALYTICS

Since 1995, the concern on personal data 
protection has been stated on laws such as 
the ‘Data Protection Act’  and  the ‘Health 
Insurance Portability and Accountability Act’ 
(HIPAA) . In May 2018, the General Data 
Protection Regulation (GDPR)  reinforced 
the processes of personal data protection in 
Europe. According to the GDPR, healthcare 
organisations need to demonstrate that 
appropriate procedural security measures 
are applied to safeguard patient privacy 
for the electronic medical records (EMR). 
Most importantly, data access needs to be 
compliant with the GDPR, which - among 
other regulations - states that the data subjects 
(for example, patients) have the right to 
know how and when their data is processed. 
Data processing actions, therefore need 
to be controlled and monitored and, when 
requested by the patient, should be shown in 

an understandable form. 
The ASCLEPIOS project has addressed this 
transparency requirement in the ASCLEPIOS 
Privacy Analytics Module (APAM). The 
main goal of APAM is to provide tools that 
facilitate verification if data processing is 
taking place as intended and authorised 
and to disclose this information as requested. 
The module addresses the perspectives of 
two main stakeholders: the patient (EMR 
data subject) and the data protection officer 
(DPO) of the healthcare organisation. APAM 
includes functions to retrieve and present 
data access history and to detect abnormal 
or illegitimate data processing. APAM 
can present the metrics outcomes from the 
functions through a visualisation interface. 
Moreover, APAM offers a REST-API that can 
be used by other applications to retrieve the 
metrics.
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 MODULE (APAM)

Photo by Dayne Topkin on Unsplash

https://unsplash.com/@dtopkin1?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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EMNET - A TOOL FOR 
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 PRIVACY-PRESERVING ANALYTICS

Health data reuse, which refers to the use 
of data for purposes other than those for 
which the data were initially collected, has 
enormous potential for the improvement 
of healthcare quality. However, it raises 
legitimate privacy concerns from different 
stakeholders. 
The common approach for privacy-preserving 
processing of data distributed across multiple 
data sources is a centralized collection of 
data where each data source de-identifies 
its data before disclosure. De-identification 
requires a balance between data utility and 
privacy where strong privacy protection 
necessitates significant alterations to the data 
that considerably reduces the data utility.

A privacy-preserving tool, called Emnet, has 
been designed in ASCLEPIOS, for computing 
statistics on combined data of multiple data 
sources based on an emerging approach 
called privacy-preserving distributed data 
mining (PPDDM), also known as privacy-
preserving distributed statistical computation 
(PPDSC). PPDSC considers the problem of 
running statistical algorithms on confidential 
data divided across two or more different 
data sources without allowing any party to 
view the private data of another data source. 
This method reveals statistics generated 
from the combined data for a group of data 
sources, which does not reveal sensitive 
information about the input.

Our EHR data 
could be valuable 
combined, if it was 
not for privacy risks

We have the same 
fear... There must be a 
solution somewhere!

Haven’t you heard about 
Emnet? You can unlock the 
potential of your combined 

data while protecting privacy!

Icons made by Freepik from Flaticon

http://www.freepik.com/
www.flaticon.com
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ASCLEPIOS FUNCTIONAL ENCRYPTION

Functional Encryption is a cryptographic 
paradigm allowing fine-grained access 
control over data and revealing only partial 
information, going beyond the ‘all-or-nothing’ 
approach of traditional public key encryption 
systems. This is achieved by creating and issuing 
decryption keys of restricted capabilities. In 
this way functional encryption can help us 
compute (almost) any function over encrypted 
data without ever revealing the underlying 
data. 
In ASCLEPIOS we use both the symmetric and 
asymmetric key settings to perform statistical 
computations adaptable to the data and 
operations of healthcare providers. To add 
even more flexibility, we have implemented 
multi-input functional encryption services 

that allow the computation of functions 
over encrypted data coming from different 
stakeholders, i.e. encrypted also with different 
keys. For example, the implemented services 
can be used to allow a practitioner to compute 
the average blood pressure of certain patients 
without having access to their medical records. 
To perform the computations, we have two 
interacting types of users:
Data providers: these are the data owners 
(e.g. patients and healthcare organisations) 
and provide the data on which computations 
are performed. 
Analysts: these are the people that issue the 
computation requests and are allowed to 
obtain the result, but without accessing the 
actual data. 
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The interaction of these actors is enabled in the background by: 

 
Trusted Authority

The Trusted Authority 
runs inside a Trusted 

Execution Environment 
and is responsible for the 

generation and retrieval of 
the keys. 

The Evaluator, i.e. a 
software responsible for 
calculating the function 

result using the encrypted 
data and the functional 

encryption key.

Evaluator

The API Server is 
responsible for handling 

the requests for encrypted 
data upload and invoking 
the functional encryption 

services.

API Server
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EVENTS
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ISCC 2020
The paper “Power Range: Forward Private 
Multi-Client Symmetric Searchable 
Encryption with Range Queries Support” 
by Alexandros Bakas and Antonios 
Michalas from TUNI was presented in 
the 25th IEEE Symposium on Computers 
and Communications (ISCC 2020). Read 
more...

ISCC 2020
2020 July 8th - 10th

IISA 2020
The paper “Securing Access to Healthcare 

Data with Context-aware Policies” by 
Evgenia Psarra, Ioannis Patiniotakis, Yiannis 

Verginadis, Dimitris Apostolou and Gregoris 
Mentzas from ICCS was presented at 

the 11th International Conference on 
Information, Intelligence, Systems and 

Applications (IISA-2020). Read more...

NordSec 2020
Alexandros Bakas (TUNI) and Amjad Ullah 
(UoW) presented the paper “(F)untional 
Sifting: A Privacy-Preserving Reputation 
System Through Multi-Input Functional 
Encryption?” that they co-authored 
along with Antonis Michalas at the 25th 
Nordic Conference on Secure IT systems 
(NordSec). Read more...

Visit our
ResearchGate and 
read our research 

work!

2nd ASCLEPIOS Awareness Workshop
ASCLEPIOS organised its second security 

awareness workshop on protecting vital 
assets. The workshop, organised by 

SECURA, took place on 3rd December 
2020, was virtual and discussed medical 

data privacy aspects and cybersecurity 
risks, both from a patient’s and an attacker’s 

perspective! Read more...

https://www.asclepios-project.eu/2020/07/15/asclepios-iscc-2020-on-8th-10th-july-2020/
https://www.asclepios-project.eu/2020/07/15/asclepios-iscc-2020-on-8th-10th-july-2020/
https://www.asclepios-project.eu/2020/07/24/asclepios-iisa-2020-on-15th-17th-july-2020/
https://www.asclepios-project.eu/2020/11/25/asclepios-nordsec-2020-on-23rd-24th-november-2020/
https://www.researchgate.net/project/ASCLEPIOS-Advanced-Secure-Cloud-Encrypted-Platform-for-Internationally-Orchestrated-Solutions-in-Healthcare
https://www.asclepios-project.eu/2020/12/11/insights-from-the-2nd-asclepios-awareness-workshop-3rd-december-2020/
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New challenges and new adventures for 
the ASCLEPIOS Project! Stay tuned to 
discover more...

WE ARE SOCIAL

www.asclepios-project.eu

@Asclepios_H2020 Asclepios-project Project Coordinator
Tamas Kiss, University of Westminster
t.kiss@westminster.ac.uk 
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Stay tuned for our upcoming 
encryption video series!

Find the ASCLEPIOS 2020 
technical achievements in our 
Christmas blogpost!

All Christmas vectors that appear in this issue are designed by starline / Freepik

https://www.asclepios-project.eu/
https://twitter.com/asclepios_h2020?lang=en
https://www.linkedin.com/showcase/asclepios-project
https://www.asclepios-project.eu/media/videos/
https://www.asclepios-project.eu/blog-post/asclepios-2020-wrapped/
http://www.freepik.com

