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Welcome to the second issue of the ASCLEPIOS Newsletter! 

In this issue we will dive in Symmetric Searchable Encryption and 
Attribute Based Encryption, two of the cryptographic techniques 
ASCLEPIOS employs to offer advanced functionalities over 
sensitive healthcare data, whilst ensuring privacy and security.
Afterwards, we explore the ASCLEPIOS models and policies 
editors that provide fine-grained, attribute-based access control. 
Then we take a look at Trusted Execution Environments and see 
how they can serve as a basis for the secure execution of the 
ASCLEPIOS applications.
Finally, we take a sneak peek on the 18 technical and knowledge 
assets of ASCLEPIOS and we see some highlights from the latest 
events ASCLEPIOS attended.

Enjoy reading!
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SYMMETRIC SEARCHABLE ENCRYPTION

Symmetric Searchable Encryption (SSE) 
is among the most promising encryption 
techniques towards truly secure and privacy-
preserving cloud-based services. SSE 
schemes aim to provide confidentiality, 
integrity and security through cryptographic 
guarantees. SSE allows a client to securely 
outsource private data to a cloud service 
provider (CSP) in a way that she can later 
perform keyword searches directly on the 
stored ciphertexts. To perform a search, a 
user sends a query for a specific keyword 
to the CSP. The CSP can then find all stored 
ciphertexts containing the keyword without 
revealing any valuable information about the 
contents of the files or the keyword.

Another encryption technique that squarely 
fits the cloud paradigm is Attribute-Based 
Encryption (ABE). In an ABE scheme, all 
data are encrypted using a master public 
key, but in contrast to traditional public key 
encryption, the resulted ciphertexts are bound 
by a policy specified by the data owner. 
Each user has a unique private key, which 
is associated with her attributes. Hence, 
decryption of a ciphertext will work only if 
the attributes associated with a private key, 
satisfy the policy of the ciphertext.  Indicative 
policies could be that only P={Doctor AND 
Works for Hospital X} and Q={Researcher 
OR Medical Student} are allowed to access 
the data. 
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 & ATTRIBUTE BASED ENCRYPTION

In ASCLEPIOS, we designed a Hybrid Encryption Scheme based on SSE and ABE. 
Each patient encrypts her data locally before outsourcing them to the cloud provider, 
using an SSE scheme. Then, to facilitate flexible data sharing, the patient encrypts 
her symmetric SSE key under an ABE scheme and defines a policy for the ciphertext 
of the key. Finally, the encrypted key is sent to the cloud, where it is stored in a 
protected environment. If later a healthcare professional, or a researcher wishes to 
access the patient’s data, she can request the encrypted key from the Cloud Provider 
and will be able to decrypt it, only if her attributes satisfy the bound policy.
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ASCLEPIOS MODELS AND POLICIES

In Attribute-Based Access Control (ABAC) 
and Attribute-Based Encryption (ABE), there 
are no static lists of permissions that associate 
subjects with objects, but instead access 
policies are captured as Boolean expressions 
of attributes. Attributes may refer to any kind 
of information describing a user, a piece of 
sensitive data or some other entity. They can 
be categorised into: 
(i) user- or human-related attributes, 
encompassing identification info (e.g. name, 
age, address, gender), biometric data, 
social attributes (e.g. friendships, classmates, 
hobbies), reputation and clearance level
(ii) role- and relation-related attributes (e.g. 
employee, customer, manager)
(iii) organisation-related attributes, which may 
include organisation data, departments or 
units, projects, employment and contractual 
info (e.g. period)
(iv) content- and data-related attributes, 

including various date/time metadata 
(creation time, access time), intended 
audience, data location, data operations, 
media type (e.g. text, image, video, sound), 
required access level

ASCLEPIOS Models and Policies Editors 
(AMPLE) provides the necessary design-time 
tools for creating, maintaining and verifying 
attribute-based access control policies to 
encrypted healthcare data. AMPLE is based 
on Context–Aware Security Model (CASM), 
a configurable, common vocabulary of 
attributes (referred as Concepts), attribute 
properties, and attribute instance values 
(or just instances). AMPLE is shipped with a 
baseline CASM which can be modified or 
extended graphically by the user, and can 
populate ABAC policies, using the ABAC 
editor . Additionally, AMPLE provides a 
similar editor for creating ABE policies.
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 EDITORS
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TRUSTED EXECUTION ENVIRONMENT 
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 DEPLOYER

Beyond computational efficiency, modern 
commodity computing platforms also 
extensively consider security aspects of 
program execution. Thus, such platforms 
commonly contain dedicated hardware 
and firmware components for cryptographic 
operations, hardware root of trust, and 
trusted execution environments (TEEs). 
However, hardware and firmware support 
is not sufficient in practice - operators 
also need a robust and scalable software 
support to deploy, update, and destroy 
the workloads that are running on the 
platforms and are protected by the security 
functionality. Moreover, considering the 
diversity of commodity computing platforms, 
such software support must be extensible, 
generic whenever possible, and capable to 
support back-ends with different architectural 
approaches. These considerations have 
led to the creation of the Trusted Execution 

Environment Platform Working Group of the 
Internet Engineering Task Force, that defined 
the TEEP architecture for deployment and 
management of workloads in TEEs. 

In ASCLEPIOS we are working on the “TEEP 
Deployer” (TEEPD), an implementation of 
the TEEP architecture. TEEPD will implement 
important core operations needed for TEE 
deployment.  In particular, the intended 
functionality includes: querying the target 
platform about the presence of the TEE; 
installing an application in the TEE on the 
platform; and finally messaging the installed 
application, for example to send updates or 
configuration changes. This functionality will 
provide a sufficient basis for integrating with 
the applications developed within project 
ASCLEPIOS and intended to be run within a 
TEE.
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ASCLEPIOS EXPLOITABLE ASSETS

ASCLEPIOS aims to exploit its results as a whole, under an integrated platform, while also as 
separate assets, coming out of the different components to be integrated in the aforementioned 
platform. 18 exploitable assets have been identified, which we divide into Technical Assets 
(TA) and Knowledge Assets (KA).
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o The ASCLEPIOS Integrated Platform
o Searchable Encryption Scheme (SSE Scheme)  
Implementation
o Functional Encryption (FE) Analytics 
o ASCLEPIOS Support for Trusted Execution 
Environment
o Workload deployment through Trusted 
Execution Environment Platform (TEEPD)
o ASCLEPIOS Models and PoLicies Editors 
(AMPLE) 
o ASCLEPIOS ABAC Policy Enforcement and 
ABE Services (AAPEM)
o MiCADO framework extensions
o Cybersecurity, Encryption and Access 
Analytics for Healthcare Providers (CEAA)
o ASCLEPIOS Privacy Analytics Module 
(APAM)
o Privacy-preserving distributed 
statistical computation (Emnet)

TA – Framework & Components
o Acute Stroke Demonstrator
o Sleep Medicine for Inpatient and Outpatient 
Care Demonstrator
o Demonstrator  for Privacy-Preserving 
Monitoring and Benchmarking of Antibiotic 
Prescriptions

TA – Demonstrator Applications

o Functional Encryption (FE) Scheme
o Searchable Encryption (SSE) Scheme
o Awareness courses materials 
o ASCLEPIOS Models

KA - Research & Academic Knowledge
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EVENTS
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IoTBDS 2020
The paper “Do not tell me what I cannot 
do! (The constrained device shouted under 
the cover of the fog):
Implementing Symmetric Searchable 
Encryption on Constrained Devices” 
was presented in the 5th International 
Conference on Internet of Things, Big Data 
and Security, on 7-9 May 2020. Read 
more...

RSLondonSouthEast 2020
ASCLEPIOS partners attended the 2nd 
Annual Research Software London 
Workshop on 20 February 2020. The 
researchers from UoW gave one lightning 
and one poster lightning talk to present the 
MiCADO framework and how it can be 
used for applications in the cloud. Read 
more...

RSLondonSouthEast 2020

UKRI Cloud Workshop 2020
The UKRI Cloud Workshop is dedicated to 
the latest trends in Cloud Computing, such 

as hybrid clouds, HPC in the Cloud, clouds 
in research and more. ASCLEPIOS was 

there on 3 March 2020 and presented how 
it facilitates health care security in the era of 

cloud-based technologies. Read more...

CLOUD-WG

Visit our
ResearchGate and 
read our research 

work!

http://iotbds.org/Home.aspx?y=2020
http://iotbds.org/Home.aspx?y=2020
https://rslondon.ac.uk/rslondonse-2020/abstracts/
https://rslondon.ac.uk/rslondonse-2020/abstracts/
https://cloud.ac.uk/workshops/mar2020/asclepios-health-care-security/
https://www.researchgate.net/project/ASCLEPIOS-Advanced-Secure-Cloud-Encrypted-Platform-for-Internationally-Orchestrated-Solutions-in-Healthcare
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New challenges and new adventures for 
the ASCLEPIOS Project! Stay tuned to 
discover more...

WHAT’S NEXT?

WE ARE SOCIAL

www.asclepios-project.eu

@Asclepios_H2020 Asclepios-project Project Coordinator
Tamas Kiss, University of Westminster
t.kiss@westminster.ac.uk 
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ASCLEPIOS is now part of Cyberwatching.eu,

the online hub of the European observatory 

of research and innovation in the field of 

cybersecurity and privacy!

https://www.asclepios-project.eu/
https://twitter.com/asclepios_h2020?lang=en
https://www.linkedin.com/showcase/asclepios-project
https://cyberwatching.eu/projects/2012/asclepios

