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ASCLEPIOS Objectives

1Explore the combination of Symmetric Searchable 

Encryption and Attribute-Based Encryption in the storage 

and processing of medical data.

2 Enable effective user access revocation approaches 

that do not affect other users or the overall functionality 

of the service.

3 Develop protocols that allow sharing of data securely 

and in a privacy-preserving way.

4 Design and implement mechanisms allowing users of 

eHealth services to verify the integrity and trustworthiness 

of medical devices.

5 Enable healthcare professionals to generate analytics 

and statistical measurements in a privacy-preserving 

way.

6 Raise awareness about security among healthcare 

professionals.

The vision of ASCLEPIOS is to maximise the trust of users 

on cloud-based healthcare services by developing 

mechanisms that protect corporate and personal sensitive 

data, using modern cryptographic approaches. This 

cloud-based eHealth framework will be showcased in 

three demonstrators provided by ASCLEPIOS healthcare 

partners, involving three leading European hospitals.

Overview of ASCLEPIOS



ASCLEPIOS Demonstrators
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ASCLEPIOS Architecture

Stroke Acute Care
Treatment & Research

Provision of feedback to clinicians on 
their antibiotics prescriptions, while 
protecting privacy.

Aggregated performance indicators, 
across healthcare organisations, 
using secure multiparty computation.

Remote processing of home sleep 
testing and inpatient recordings, 
using dynamic access policies. 

Assessment of signal quality and 
the patient‘s health status using 
functional encryption analytics.

Dynamic access authorisation to 
patient information during the stroke 
hyper-acute phase.

Privacy-preserving analytics on 
cloud-based medical data for 
predictive modelling in stroke care 
research.

Trusted Execution 
Environment (TEE)

The security of ASCLEPIOS depends on the use of  
TEE for creating secure isolated entities that contain 
sensitive data or perform sensitive operations. Data 
are further protected by sealing mechanisms. By 
means of remote attestation, the trustworthiness of 
such entities can be verified by third parties to ensure 
their correctness.

Isolation: a software component is executed in 
isolation from the rest of the system

Sealing: ensure data stored in untrusted memory are 
protected (e.g. encrypted) and can only be used by 
authorised entities

Attestation: the integrity and trustworthiness of a 
remote or local entity is verified

In- and Outpatient
Sleep  Medicine    

Monitoring & Benchmarking 
of Antibiotic Prescription    

Pilot: Charité & CBMI-HTW Pilot: Amsterdam UMCPilot: Norwegian Centre for E-health Research


